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CTION: OVERVIEW

Electromagnetic Compatibility

«EMC deals with the study of generation,
transmission and reception of unintented
EM energy with reference to the
unwanted effects that it may have with
the aim of ensure proper working of the
nearby electronic devices operating within
the same environment.»
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Electromagnetic Security

«Security refers to practices and
countermeasures adopted  to
prevent intented malicious

operations and to proctect devices
and people from such events.»
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CTION: OVERVIEW

Electromagnetic Safety

«Safety refers to practices and
behaviors adopted to proctect devices
and people from unintented events
that may be potentially harmful.»
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Forrestal Inferno ClaimsZG

Find Riot Roots,
Commission Told

wASRGTON

Many More

Missing: 29

Planes Lost

N o e 4

LBJ Tells SBA

The crew of USS Forrestal (CVA 59) extinguishes the remaining To Lssue Loans
fires on the flight deck off the coast of Vietnam, 29 July 1967. For Riot Repair
In the foreground are the remains of an F-4B Phantom, behind B 2
which can be seen the burned hulk of a second Phantom. .
One hundred thirty-four crew died in this fire, the worst aboard a
U.S. Navy aircraft carrier. U.S. Navy photograph.

"
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1982
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In 1982 Britain and Argentina
fought a war over the
Falkland Islands. British
HMS Sheffield was destroyed
by an Exorcet missile as it
switched off its missile
defence system that was
causing interference to its
satellite communications.

Falkland

CD/ Islands

" picture: The Weekend Australian 21-22 June 2003 |
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\N: OVERVIEW

A,
HE Boeing 737 was
making a normal
descent into. Mel-
“*bourne. The plane
was on autopilot
and the lateral

navigation system was

By PETER LALOR
and ADAM HARVEY

“day a small personal elec-
tronic device (PED) such as

a laptop, mobile phone, CD

working. * % player or games computer is
In seat 3D, a passenger ' going to cause as much
washardat workonanIBM carnage on an aircraft as a
o= : Thinkpad laptop computer. . terrorist's bomb.
A passenger sitting in seat 3D of- About 60km north of Mel- Tiny electronic signals

=~ a Boeing 737.descending into. -

\ »
~

g e

bourne the big plane
lurched to the left, banking
about 30deg.

But no one had touched
any of the plane’s controls

from these devices can be
picked up by a plane’s auto-
matic navigation systems,
sending them haywire.

The personal devices, like

equipment be_mm!___ q!gw .

and<the -movement cer- most modern electrical

tainly-wasn't part_of_the _equipment, ‘opérate on- a~

autopilot program. binary systém whichsees-
The passenger in 3D may small electric currents
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e

% (&)Y Investigators suspected

lronic el
b 2 A

ronic em
the aircraft's systems. Seat 3D was directly above
electronics bays which extend about 15m from the plane’s nose cone.

have noticed the movement
but remained blissfully un-
aware of the crisis happen-
ing on the other side of the
cabin door and equally un-
aware of what is believed to
be his role in it.

“It is suspected that elec-
tronic emission from the
laptop impinged on the air-
craft systems," an air safety
report into the incident
concluded.

Experts believe that one

switching at incredibly fast
rates through the system.

The switch goes on if it
receives a message of be-
tween two to five volts or
stops if it gets nothing.

In modern computers this
switching process occurs at
a rate of hundreds of mil-
lions a second and creates
electro-magnetic radiation
in its immediate area.

A mobile phone com-
municates by electro-

PaGE4T  THE SundayMall  Ottobér s 1998
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CTION: OVERVIEW

About potential magnetic interference with
medical devices

Many consumer-electronic devices contain magnets or components and radios that
emit electromagnetic fields.

Magnetic interference and medical devices

Under certain conditions, magnets and electromagnetic fields might interfere with medical devices. For
example, implanted pacemakers and defibrillators might contain sensors that respond to magnets and
radios when in close contact. To avoid any potential interactions with these types of medical devices, keep
your Apple product a safe distance away from your medical device (more than 6 inches / 15 cm apart or
more than 12 inches / 30 cm apart if wirelessly charging). Consult with your physician and your medical-
device manufacturer for specific guidelines.

If you suspect that your Apple product is interfering with your medical device, stop using your Apple
product and consult your physician and your medical-device manufacturer.

EMCS Master Course, Introduction - Prof. A. Buono - A.A. 2022/2023 12
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> Tsushima battle, Russia vs Japan war (1905)
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Side-channel EM attacks

Jamming I

EMCS Master Course, Introduction - Prof. A. Buono - A.A. 2022/2023

14



February 27,2023

CTION: OVERVIEW

CS: Environments
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CTION: OVERVIEW
Why EMCS?

Control/data signals
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CTION: OVERVIEW
Why EMCS?
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EMCS: Frameworks —
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Main topics:

v" Basics of EMC

v Frequency domain analysis

v" Circuit models

v' Radiated emissions and immunity

v" Conducted emissions and immunity
v" Crosstalk

v" Filtering and shielding

v" EMC measurement facilities

v" EMI reduction methods

v Information leakage and EM security
v Human exposure to EM radiations

v' Regulations and measurement standards
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6 CFU - 48 hours

17%

e 46%

Traditional lesson Guided exercise
Technical seminar Lab experience
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CTION: ORGANIZATION

The following background is needed:

« EM fields

« Antennas and propagation
 Circuit theory

- Digital and analog electronics
 Signal theory

 Analysis in the frequency domain

February 27,2023 EMCS Master Course, Introduction - Prof. A. Buono - A.A. 2022/2023 21
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ORGANIZATION
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{GANIZATION

At the end of the course....

> Automotive

»> Aerospace

> Bioengineering

» Embedded systems
> Media

> Security

> Sensor networks
> TLC
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DUCTION: BASICS

|| Electromagnetic Compatibility (EMC)

Immunity

Phenomena

Radiated
Immunity

Conducted
Immunity

Electro-
Magnetic
Pulse (EMP)

Electrostatic
Discharge
(ESD)
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PLING PATH
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DUCTION: BASICS

EMISSIONS
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BASICS
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LIGHTNING

ION: BASICS
INFORMATION LEAKAGE
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dards and regulations

DUCTION: BASICS

— ) MEASUREMENTS ~—< REMEDIATIONS

\_ —_

EMC facilities Ferrite beads
Spectrum analyzer Chokes
Dosimeftry Shielded wires
Shielding effectiveness Power supply filters
Line impedance stabilization network EMC-driven smarf planning
Current probes EM shields
Specific absorption rate
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: BASICS

STANDARDS & REGULATIONS

4 AN

» MODELS

electromagnetic immunity
(conductive, radiated)

electromagnetic emission
(conductive, radiated)

» MEASUREMENTS

> REMEDIATIONS

electromagnetic emission
(conductive, radiated)

electromagnetic immunity
(conductive, radiated)
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6.2.2 Conducted Emission

DUCTION:

Report No: CCIS13070022502

BASICS

GPS Tracker

Test Requirement: ETSI EN 301 489-3
Test Method: ETSI EN 301 489-1
Test Frequency Range: 150kHz to 30MHz
Class / Severity: Class B
Receiver setup: RBW=9KHz, VBW=30KHz goLeve! (dBuv)
Limit: Limit (dBuV)
Frequency range (MHz) Quasi-peak Average "
0.15-0.5 66 to 56" 56 to 46"
0.5-5 56 46 60 EN 301489-QP
5-30 60 50 |
* Decreases with the logarithm of the frequency. 50 EN 301489-AV
Test setup: Reference Plane I
[LISN ] LISN 40 3
40cm 80cm | 5
[ i i i
R AC power -
Equipment E.U.T 20 10 "
EMI % [ ‘
Receiver 7 1
Test table/Insulation plane [ 2a A,":'l M« ,._.| ‘Lw "Nir- i*""'—""». A L.
o= e v ' "“hqa’ ) \.kl” Sy Py '\_L-)' “L‘L-L’(-J-U‘N\‘»W&_hu‘”.\'..»L‘J«"‘r
Remark: 1
EU T Equipment Under Test 2
usmu%w/%ﬁsmegsmgﬁrzmmmgam 0.150.2 0.5 1 2 5 10 20 30
Tost tablo hoiont=0 61
05t tadlo hoioy im Trace: 19 Frequency (MHz)
Site : CCIS Conducted test Site
Condition : EN 301489-QP LISN
Job. no : 225RF
Test Mode : GPS mode
Power Rating : DC 12V
Envirorment : Temp: 23 'C Huni:56% Atmos:101KPa
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SAR (W/kg)
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